Abstract-A hybrid TDMA/CDMA MAC protocol for WSN is proposed that combines the strengths of TDMA and CDMA while offsetting their weaknesses. The proposed scheme allows the network to operate in a collision-free manner, and takes advantage of broadband property provided by CDMA. The main features of this hybrid protocol are high throughput and low latency. Performance of this new protocol is compared with Zigbee, SMAC, TDMA and CDMA uses both OPNET simulation and real wireless sensor network experiments based on Crossbow's IRIS node.
I. INTRODUCTION
A Wireless Sensor Networks (WSN) is a network made of tiny embedded systems each of which composed of sensors (for light, temperature, etc.), a low-power communication device (radio transceiver), and small amount of memory and processing capability as well as limited battery power supply [1] . WSNs become popular recently [2] due to their applications in unattended tracking [3] and detection [4] of undesirable objects, hazard detection, data gathering, environment monitoring [5] , and so on. In addition, due to their low cost and small size, it is easy to deploy them in large numbers.
A Medium Access Control (MAC) protocol is required in WSN to coordinate the sensor nodes' access to the shared medium. The objectives of MAC protocol for WSN are establishing the communication links between sensor nodes and sharing the communication medium fairly and efficiently [6] . Attributes of a good MAC protocol are high energy efficiency [7] , low latency [8] , high throughput [9] and fairness between nodes [10] .
Two important problems in MAC layer for WSN is message collision [11] and idle listening. To deal with the problems above, many MAC protocols have been proposed [12] [13] [14] . The MAC protocols for WSN can be classified broadly into two categories: contention based [15] and schedule based [16] .
The contention based protocol relax time synchronization requirements and can easily adjust to the topology changes as some new nodes may join and others may die few years after deployment.These protocols are based on Carrier Sense Multiple Access (CSMA) technique and have higher costs for message collisions, overhearing and idle listening. SMAC [17] , WiseMAC [18] , TMAC [19] , Zigbee [20] and XMAC [21] are some typical protocols of this category.
In SMAC, neighboring nodes form virtual clusters to set up a common sleep schedule. If two neighboring nodes reside in two different virtual clusters, they wake up at listen periods of both clusters. A drawback of S-MAC algorithm is this possibility of following two different schedules, which results in more energy consumption via idle listening and overhearing.
Schedule exchanges are accomplished by periodical SYNC packet broadcasts to immediate neighbors. The period for each node to send a SYNC packet is called the synchronization period. Figure 1 represents a sample sender-receiver communication. Collision avoidance is achieved by a carrier sense, which is represented as CS in the figure. Furthermore, RTS/CTS packet exchanges are used for unicast type data packets.
An important feature of S-MAC is the concept of message-passing where long messages are divided into frames and sent in a burst. With this technique, one may achieve energy savings by minimizing communication overhead at the expense of unfairness in medium access. Periodic sleep may result in high latency especially for multi-hop routing algorithms, since all immediate nodes have their own sleep schedules. The latency caused by periodic sleeping is called sleep delay in [17] .
Adaptive listening technique is proposed to improve the sleep delay, and thus the overall latency. In that technique, the node who overhears its neighbor's transmissions wakes up for a short time at the end of the transmission. Hence, if the node is the next-hop node, its neighbor could pass data immediately. The end of the transmissions is known by the duration field of RTS/CTS packets. The schedule based protocol can avoid collisions, overhearing and idle listening by scheduling transmit and listen periods but have strict time synchronization requirements. DMAC [22] , BMAC [23] , FDMA [24] , TDMA [25] and CDMA [26] are some of the typical protocols in this category.
The principal aim of DMAC is to achieve very low latency, but still to be energy efficient. DMAC could be summarized as an improved Slotted Aloha algorithm where slots are assigned to the sets of nodes based on a data gathering tree as shown in Figure 2 . Hence, during the receive period of a node, all of its child nodes has transmit periods and contend for the medium. Low latency is achieved by assigning subsequent slots to the nodes that are successive in the data transmission path. Figure 2 . A data gathering tree and its DMAC implementation However, both contention based and schedule based protocols have their own weaknesses. Hybrid MAC protocol is a grouping of at least two kind of medium access control methods. It can combine the strenthes of contention based and schedule based protocols.
ZMAC [27] uses CSMA at the base but follows TDMA depending on the contention level. Thus it behaves like TDMA under high contention and behaves like CSMA under low contention. But it has scalability problems because of network wide deployment of TDMA schedule.
HYMAC [30] combines the strengths of both TDMA and FDMA schemes. But FDMA is not suitable for WSNs due to stringent synchronization in the frequency domain.
HMAC [31] is based on the IEEE 802.11's power saving mechanism (PSM) and slotted aloha, and utilizes multiple slots dynamically to improve performance. However, their backoff algorithm is similar to that of the IEEE 802.11 Distributed Coordinated Function (DCF), which is based on Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) Mechanism. The energy consumption using CSMA/CA is high when nodes are in backoff procedure and in idle mode.
ER-MAC [32] separates slot for unicast and broadcast. But it is not scalable for large density.
Based on the above hybrid MAC protocals, this paper took a deep research of Time Division Multiple Access (TDMA) and Code Division Multiple Access (CDMA) and presented a hybrid TDMA/CDMA MAC protocol for WSN that combines the strengths of TDMA and CDMA while offsetting their weaknesses. While allowing the network to operate in a collision-free manner, this hybrid protocol takes advantage of broadband property provided by CDMA. The main features of this protocol are high throughput and low latency. Many protocols favor power consumption over latency and throughput [33] . But, in general, there are applications where high throughput and low latency supersedes power consumption. Military applications, especially surveillance and health related applications need high throughput and low latency.
This hybrid MAC protocol uses TDMA as the main scheme and uses CDMA as the subsidiary scheme. In the beginning, a time slot assignment is performed. Then the possibility of having an interference with any of its previously-visited one-hop and two-hop neighbors is checked. If the conflict nodes have the same next-hop node, a new slot should be assigned to one of the nodes. On the other hand, if the conflict nodes have different next-hop node, they can use the same slot but using different spreading codes to lower interference. Unlike TDMA, we do not need to do the time slot assignment every time the topology changed. Unlike CDMA, we do not need to assign a spreading code to every node. Both TDMA and CDMA are conflict free mechanism. The hybrid TDMA/CDMA can remarkably increase the throughput and reduce the latency.
We describe the design of the hybrid TDMA/CDMA MAC protocol in Section II. The performance comparison of the proposed protocol and other typical protocols using both simulation and real WSN experiment are presented in section III. We give the conclusion in section IV.
II. HYBRID TDMA/CDMA MAC PROTOCOL
In this section, we briefly introduce the TDMA and CDMA protocol first and then the hybrid TDMA/CDMA MAC protocol is described.
A. TDMA
In traditional TDMA protocol, multiple access is controlled using time division, namely, each node of networks is assigned with different time slot. When a node's time slot arrives, it transmits a packet. Moreover, each node only transmits once in a TDMA period to avoid packet collisions.
The main task in TDMA scheduling is to allocate time slots depending on the network topology and the node packet generation rates. A proper schedule not only avoids collisions by silencing the interferers of every receiver node in each time slot but also minimizes the number of time slots hence the latency.
The first advantage of TDMA MAC protocol is that interference between adjacent wireless links is guaranteed to be avoided. Thus, the energy waste coming from packet collisions is diminished. Second, TDMA can solve the hidden terminal problem without extra message overhead because neighboring nodes transmit at different time slots.
However, this protocol is suitable for a network with heavy traffic load. Usually in sensor networks there are fewer nodes in a cluster which have no data to transmit to the CH in their allocated time slots. Nodes with empty buffers still turn on their radio during their scheduled time and hence dissipate some of their remaining energy. Besides, TDMA-based MAC protocols do not perform well in scalability.  A signal occupies much greater bandwidth needed for sending information.  Data is spread by a PN code which is independent of the data.

The receiver must be synchronized with the transmitter PN code, in order to decode coded data. PN is used for various reasons. One of them is to protect the data and second is security nature. PN code appears randomly, but it is not. It has a deterministic order for the receiver, when reconstructing the code from synchronous detection.
There are many obstacles to be overcome for CDMA in WSN. The first problem is a code assign protocol which has to assign code to each terminal or its messages. This problem is trivial in small networks, but the problem may become a concern in large networks. Several code assign protocols have been proposed and they work more or less efficiently. Generally, protocols work in the sense that neither of a node's neighbors has the same code as the node itself [34] .
In general two different collisions are possible: Primary and secondary collisions. Primary collisions can appear when two or more nodes are using the same PN code for coding data. Obviously this is a problem regarding code assignment protocol. Code assignment protocol should be efficient enough to overcome primary collision or to minimize it in every possible way.
Code assignment protocol should work with a topology control and/or routing algorithm in hand. Numerous topology control algorithms are proposed for WSN in the literature [35] , [36] but we believe that topology control is still an open issue in CDMA based WSN. A good reference for topology control problems and solutions can be found in [37] . We refer interested readers to the survey for more details.
Secondary collisions are harder to avoid. These collisions occur when two CDMA nodes use different PN codes within non-synchronized frames. The non-zero cross correlation brings about multi-access interference (MAI).
C. Hybrid TDMA/CDMA MAC Protocol
To combine the advantages of CDMA and TDMA, we propose a hybrid TDMA/CDMA MAC protocol which is suitable for WSN applications in which data gathered by sensor nodes has to be delivered to at least one base station in a timely manner. This protocol is designed to provide high throughput, small end-to-end delay and low bit error rate for the packets exchanged between each node and the base station.
We first summarize our assumptions about the wireless sensor network and its applications. There exists a base station that initiates a diffusing computation to assign initial slots to all sensors. Typically, the base station is more powerful compared to other sensors in the network. And, it has long range wireless network capability
The functions of the base station include:  receiving association requests from clients;  allocating time slots to clients;  broadcasting time slot assignment (TSA) information;  receiving data from clients. The functions of sensor nodes include:  receiving time slot assignment information;  sending an association request;  transmitting data;  relaying data. The proposed protocol divides time into frames, and each frame contains one request period, slots assignment period and many slots as shown in Figure. The length of the slots is fixed and the slot duration is the time required to transmit a maximum packet. In the beginning of each frame, every sensor node which has data to transmit sends a request to the base station. The base station is responsible for assigning a slot to each sensor node. When a node receives the slots assignment packet in slots assignment period and finds that it is assigned a slot, it will send data in its assigned slot. If a node is not assigned a slot in this frame, it will send a request to the base station again until next request period.
The algorithm performs a Breadth First Search (BFS) constructing a tree having the base node as its root. As each node i is traversed by BFS, it is assigned a default time slot. Then the possibility of having an interference with any of its same-height previously-visited one-hop and two-hop neighbors is examined. Obviously, two neighbor nodes cannot communicate at the same time slot and frequency due to interference. Furthermore, if two nodes send messages to the same destination using different frequencies but at the same time slot, the interference still happens. If a conflicting neighbor j is found for i , the algorithm checks whether i and j are siblings. If so, i will be assigned a different time slot than that of j . If they are not siblings then i will be assigned the same slot with j , allowing both i and j to send messages to their parents at the same time slot. Because they use different spreading codes, they can send data in the same slot. When BFS is about to start a new level (height) of nodes the default time slot number will be increased by one.
For example, node1 and node2 have the same destination node (node3), so the algrithm assign different slots to node1 and node2. Because node1 and node2 have different slots, so they can have the same spreading code. Node2 and node3 have different destination node (node3 and node5), so they can send messages in the same slot using different spreading codes. So in the example of Figure. 5, we just need two slots and two spreading codes. Figure 6 shows the scheduling algorithm. The first number stands for the time slot while the second number stands for the frequency. Note that such an assignment allows the data packets to be aggregated and propagated in a cascading manner to the base station one TDMA frame. At the beginning of the network setup, the base station sends a broadcast message to all the nodes to synchronize the network. There are many synchronization methods in WSNs [38] . After the synchronization, every sensor nodes will sends a message to the base station to declare their presence. Then the spreading codes and time slots assignment algorithm is operated. Once every node has been assigned a spreading code and a time slot, the network is formed and most of the nodes will sustain steady situation.
When a node has data to transmit, it will send a RTS to the base station in the request period. The RTS packets only contain the ID of the node. This shortened control packet can reduce the overhead of the MAC protocol. After the base station received the RTS from sensor nodes, it will send CTS to the sensor nodes. The CTS packets are also a simple control message. When the sensor nodes received the CTS, it will send data to the base station in its assigned slots. If it can't receive CTS, it will wait until next request period to send RTS again.
In some situation, we need to add some new nodes to the existing network. The new node will send a message to the base station to declare its presence as soon as it adds to the network. The base station will assign a spreading code to the new node after receiving the declaration message. If a node dies because of lacking of energy or damage, it will not influence other sensor nodes or base station. Because slight number of new nodes' join or death can be solved by assign or recycle spreading codes. We do not need to do the slots assignment again. In every communication, the base station will send an ACK to the node which sends data to it. If the node didn't receive ACK before the ACKTimer expires, it will resend the data in next frame. In the hybrid TDMA/CDMA MAC protocol, spread spectrum communication is used which modulates a signal for energy spreading across a frequency range wider than its original unmodulated bandwidth. However, this protocol allows two nodes to send data in the same slot when the two nodes are not siblings. This can not only largely increase the throughput and decrease the end to end delay but also increase the security of the data. Besides, in this protocol, the frames are synchronized. So the second collision that occurs when two CDMA nodes use different PN codes within non synchronized frames can be overcome. The non-zero cross correlation results in multiaccess interference called MAI. Secondary collisions are harder to avoid in traditional CDMA MAC protocols.
The code design problem is crucial in determining the WSN performance. Most CDMA based MAC protocols for WSN use the PN codes which has nonzero crosscorrelation [28] . Unintended transmissions add nonzero MAI during the dispreading at a receiver. The near-far problem is a severe consequence of MAI, whereby a receiver who is trying to detect the signal of the i th transmitter may be much closer in distance to the j th transmitter than the i th transmitter. When all transmission powers are equal, the signal from the j th transmitter will arrive at the receiver with a sufficiently larger power than that of the i th transmitter, causing incorrect decoding of the i th transmission (i.e., a secondary collision). To achieve zero MAI, we choose Hadamard-Walsh (WH) code as spreading codes. Every code is mutually orthogonal with each other in a WH set, which can avoid MAI efficiently. The Walsh code of length 2 k n  is a set of mutually orthogonal codewords that can be defined and generated by the rows of a 22 kk  Hadamard matrix [29] . Starting with a 11  matrix   1 0 H  , higher-order binary Hadamard matrices can be recursively generated via 
By using Walsh codes in the hybrid MAC protocol, the second collision is reduced. Thus throughput is increased and delay is reduced.
III. PERFORMANCE EVALUATION
In this section, we study the performance of the protocols proposed in Section II using extensive simulations performed in OPNET as well as experiment using Crossbow's IRIS node. The performance of the hybrid TDMA/CDMA MAC protocol is compared with that of some typical MAC protocols for WSN. Those are Zigbee, SMAC, CDMA and TDMA. The performance is indicated using throughput and delay.
D. Simulation Setup
Most previous WSN MAC protocol testing has been done using general purpose simulators, such as Ns2, OMNet++, and OPNET. The OPNET simulation platform was selected for this work. OPNET is a powerful and flexible simulation environment that allowed the simulation of multiple sensor node platforms and various protocols. Furthermore, we use TinyOS as the platform in the experiment. The language compatibility between the nesC language used by TinyOS and OPNET's Proto-C language eased the protocol development process. The OPNET process models were based largely on the original nesC code, which helped to ensure that protocol behavior was the same between simulation and experiment.
To evaluate the performance of different MAC protocols, Zigbee, SMAC, CDMA and TDMA, as well as the hybrid TDMA/CDMA MAC protocol are implemented as process models in the OPNET simulator (version 14.5). For the wireless links and the physical layer the default models of OPNET are used. The transmission rate is manually set to 250 kbps. Radio transceivers modules in the node model have the following the parameters: a 2.4 GHz center frequency and a omni-directional antenna. We also customized the receiver group pipeline stage function such that the transmission range of a node is 20 meters, which is the same as the transmission range of IRIS node. Each simulation is run with 20 different seeds to minimize any randomness. OPNET simulations are developed using a top-down design process. We consider the network architecture as illustrated in Figures 9-12 . Each node represents an instance of the WSN platform node model shown in Fig.13 . In Fig.9 , the network architecture is a star topology, node 0 is the base station and other nodes are sensor nodes. Fig.10 shows a tree topology. Node1, node4 and nodes (6) (7) (8) (9) (10) (11) (12) are sensor nodes, node2, node3 and node5 are routers which can not only collection data but also relay data between sensor nodes and base station, node0 is the base station. Fig.11 is a mesh topology, the difference between Fig.10 and Fig.11 is that there are more paths to choose as the red dotted line shown. Fig.12 is a line topology and node4 is sensor node, node0 is the base station and node (1-3) is routers. The distances between nodes are 1m, 5m and 10m. 
E. Experiment Setup
We use the same network architecture and inter-node distances as in the simulation. The IRIS is a 2.4 GHz Mote module used for enabling low-power, wireless sensor networks. The IRIS Mote features several new capabilities that enhance the overall functionality of Crossbow's wireless sensor networking products. A base station allows the aggregation of sensor network data onto a PC or other computer platform. Any IRIS Mote can function as a base station when it is connected to a standard PC interface or gateway board. The MIB510 or MIB520 provides a serial/USB interface for both programming and data communications. The parameters of the experiment are shown in Table I . 
F. Performance Metrics
We evaluate the performance of the MAC protocols according to the following metrics:
 Throughput -number of packets transmitted per second.  End-to-end delay -time taken for a packet to be transmitted from the source to the destination. Figure 15 and Figure 16 shows the performance of different MAC protocols when the distance is constant and the topology is the same. From the two figures we can see that the best MAC protocol in delay metric is TDMA. The second best is hybrid TDMA/CDMA protocol. The difference between TDMA and hybrid TDMA/CDMA is not much. SMAC and Zigbee beacon mode are bad because they both have a long sleep time in each frame. The delay of the CDMA protocol is a little large because it needs some time to assign codes to each node. Hybrid TDMA/CDMA is better than CDMA because it doesn't need to assign codes to every node but only some nodes. The throughput performance of hybrid TDMA/CDMA protocol is much better than other protocols. This is because hybrid TDMA/CDMA MAC protocol is collision-free protocol. Unlike TDMA, we don't need to do the time slot assignment every time the topology changed. Unlike CDMA, we don't need to assign a spreading code to every node. Figure 17 and Figure 18 shows the performance of hybrid TDMA/CDMA MAC protocol in different topologies of the same inter-node distance. We can see from the two figures that the line topology is better than other topologies in throughput. This is because no node in line topology is sibling node of other nodes. We can assign codes to each node and they can all send data in the same slot. But the delay performance of line topology is worse than other topologies because there are three relay nodes in the link. In every communication, data has to be relayed by three nodes, which takes lone time than in other topologies.
G. Results
Figure (19) (20) shows the performance of the hybrid TDMA/CDMA MAC protocol when the inter-node distance is different. Although the delays get larger and throughputs get smaller as the distance between nodes increase. But the impact of the distance between nodes on the performance is not much. This because the propagation time is small compared to the sleep time and sensing time in some MAC protocols.
Figure (21) (22) show the performance of different MAC protocols when the noise is increased and figure (23) (24) show that when the synchronization is decreased. We only got the simulation results because of constraints of IRIS node. The performance of zigbee-nobeacon and TDMA decreased when the noise is increased while CDMA and hybrid TDMA/CDMA are not affected apparently because of the inherent robustness to interference of CDMA. When the synchronization is not perfect, the performance of zigbee-beacon, SMAC and TDMA that needed strict synchronization decreased largely. The performance of hybrid TDMA/CDMA also decreased but the affection is negligible.
The comparison of simulation results and experiment results can also be seen from Figure (17-20) . Taking no account of other factors, the experiment results of the throughputs, averages of delays and variances of delays in all topologies are consistent with the simulation results. Although the experiment results have a minimal difference from the simulation results, it is reasonable because of the hardware uncertainty of the nodes. In this paper, we proposed a hybrid TDMA/CDMA MAC protocol for wireless sensor networks. It combines the strengths of TDMA and CDMA while offsetting their weakness. We evaluated the proposed MAC protocol and other five typical MAC protocols for wireless sensor networks in both simulation and experiment results. The results showed the hybrid TDMA/CDMA MAC protocol performs well in both throughput and delay. The drawback of this paper is that the energy performance is not evaluated because of the nodes' constraint.
